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Internet services technologies offer advanced solutions for creating distributed
business processes and applications. Nowadays, the number of Internet services
continues to grow constantly. Consumers of Internet services are faced with the
problem of selecting from services with the same or similar functionality, exactly the
service that suits them best according to a set of criteria, for instance, cost, response
time, throughput, security, reliability. Such criteria of the Web services quality
are named non-functional characteristics of services or Quality of Service (QoS).
Depending on the domain and the user categories and on the context of service
usage the service may have many specific properties and QoS characteristics. There
are many standards and specifications for the quality of Web services. Despite that,
the researchers, developers, and customers often understand QoS differently. They
can reduce or expand the list and even the meanings of the quality characteristics of
Web services. The aim of this paper is to develop a model of criteria for the quality of
Web services, which could take various aspects of the impact on the quality of Web
services into account. In this paper, the specifications and standards of organizations
such as OASIS, ISO/IEC and OMG was considered. The information retrieval was
carried out in international citation databases such as Scopus and Web of Science.
From the standards reviewed and relevant research papers, quality characteristics
and criteria were selected to develop hierarchical quality models. The model for
synthesizing collections of Web service QoS characteristics based on QoS meta-
model standard of Object Management Group was proposed. As the result of study,
the model based on the analysis of existing standards, scientific studies and reviews
devoted to the study and classification of QoS characteristics and attributes of Web
services was developed. The model can be useful when selecting Web service for
direct applying, building composite Web and cloud services, and creating systems
based on Service Oriented Architecture and the Internet of Things.
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TexHomO0Tii IHTEPHET-CEPBICIB IPOMOHYIOTH IEPEAOBI1 PIIIEHHS I CTBOPEHHS
po3nonigeHux O6i3Hec-MpoLeciB Ta 10JaTKiB. Y Halll 4ac KUIbKICTb IHTEpPHET-
CEpBICIB MPOAOBXKYE MOCTIHHO 3pocTaru. Ilepen crnoxuBauamMu iHTEpPHET-
cepBiciB mocrae npobieMa BUOOPY 13 CEpBICIB 3 OIHAKOBOIO 200 MOAIOHOI0
(DYHKIIIOHANIBHICTIO caMe TOro cepBicy, SKMH iM HaWOUIbIIEe MiIXOTUThH
3a HA0OpPOM KpUTEpiiB, HANpHUKIaA, BapTiCTh, 4ac BIATYKy, NPOIYCKHa
3[aTHICTh, Oe3Meka, HaailHicTh. Taki KpuTepii IKOCTi BeOcepBiciB HA3UBAIOTh
He(YHKIIOHAJBHUMH XapaKTEpPUCTUKAMM CepBIiCiB ab0 AKICTIO cepsicy
(Quality of Service, QoS). 3anex)HO0 BiJ AOMEHY Ta KaTeropiif KOPUCTYBadiB,
a TaKOXX KOHTEKCTYy BHKOPHCTaHHS CepBiCy BeOcepBic MOke MaTu Oarato
crenu(piuHUX BIACTHBOCTEH Ta XapaKTEPUCTUK SIKOCTI. € 6arato cTaHapTiB
Ta crneuudikaniii sikocti BeOceppiciB. HesBaxarounm Ha 1€, JOCHIIHUKH,
PO3POOHUKY Ta 3aMOBHHMKH YaCTO MO-Pi3HOMY PO3YMIIOTh SIKICTh BEOCEPBICiB.
Bonu MOXyTh 3MEHIIMTH a0O0 PO3LIMPUTH MEpeiaik i HaBiTh 3HAYCHHS
XapaKTEePUCTUK SIKOCTI BeOcepmiciB. MeToro 1i€i poboTH € po3poOneHHs
MOJENl KpUTepiiB IKOCTi BebcepBiciB, sika MOIvIa O ypaXoBYBaTH pi3Hi aCTIEKTH
BIUIUBY Ha sIKicTh BeOcepBiciB. Y 1iif poOOTi po3mIsiHyTO crenudikamii Ta
crannaptu Takux opranizamiid, sk OASIS, ISO/IEC ta OMG. 3aiiicHeHo
HOHIyK iH(popMaril y HayKOMeTpHUHHX 0a3ax JaHUX, TAKUX K Scopus Ta Web
of Science. I3 po3mIstHYTHX CTaHIAPTIB Ta BiATIOBIAHUX HAYKOBUX POOIT 00paHO
XapPaKTEPUCTHUKHU SKOCTI Ta KPUTEPii /Il pO3pOOIEHHS iepapXidHUX MOJeneiH
axocTi. Ha ocHoBi crangapty Mmetamozeni QoS Big Object Management Group
3aIIPOTIOHOBAHO MOJAETH JISi CUHTE3y KOJEKIIN XapaKTepHCTHK BebcepBicy
QoS. Y pe3synbraTi JOCHIKEHHS pOo3pO0ICHO MOIeIh, 3aCHOBaHYy Ha aHasi3i
HAasIBHUX CTaHJApTiB, HAyKOBHX JOCI/KCHb Ta ONINMAIB, HPUCBSIUCHUX
BUBUCHHIO Ta Kiacugikamii XapakTCpUCTUK SKOCTI Ta aTpuOyTiB SKOCTI
BeOcepaiciB. Ll Momenbs Moxe OyTH KOpUCHOK JjIsi BUOOpPY BeOcepBicy
3MeTOI0 0€3M0CePEAHBOT0 3aCTOCYBAHHS, TOOYAOBH KOMITIO3UTHUX BeOCEpBiciB
Ta XMapHHUX CEPBICiB, CTBOPEHHS CHCTEM Ha OCHOBI CEpBiC-OpPiEHTOBaHOL
apXiTEeKTypH Ta iHTEPHETY peyei.
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Introduction. Progress does not stand still, and
with the development of the Internet, applications
with a monolithic architecture began to be replaced
by applications with a distributed architecture.
Service Oriented Architecture (SOA) refers to such
architectures, and its main components are services [1].

Internet services are used in all spheres of human
life. Every day the Internet resources provide diverse
services: information services, search services, banking
services, ticket booking services, services of transport
companies, parcel tracking services, document sharing
services, remote equipment management services, etc.
By accessing the Internet through devices (computers,
tablets, smartphones, i.e. desktop and mobile), there
are possible to use many kinds of services such as Web
services, Grid services, cloud services, the Internet of
Things (IoT) services, etc.

There are a huge number of services on the Internet
with the same functionality. Therefore, the problem of
selecting a service with needed functionality arises,
but with the quality characteristics that satisfy his
quality requirements [2].

For over 20 years, researches have been carried
out on the quality of Internet services. Publication
statistics for scientific papers in international citation
databases such as Scopus and Web of Science, and
in digital databases such as ACM Digital Library
and [EEE Xplore demonstrate this. International
standards organizations and consortia such as W3C,
The Open Group, ISO/IEC [3; 4; 5], OASIS [6; 7],
OMG [8] have developed and continue to work on
standards and specifications that define the quality
of services at all stages of life cycle of services. The
quality of communications of Internet services at the
world level is supported by the recommendations
and regulatory policies of the Telecommunication
Standardization Sector of ITU [9; 10; 11].

The aim of this paper is to develop a model of criteria
for the quality of Web services, which could take into
account various aspects of the impact on the quality of Web
services. The object of the research is the characteristics
and attributes of the quality of Web services.

To achieve the research goal, the criteria and
attributes for the quality of Web services need to
be defined, the categories of users and other factors
influencing the quality characteristics of Web
services, and to develop a hierarchy of Web services
quality characteristics.

Literature Review. In the last decade, SOA has
received increasing attention [1; 12]. Many studies
have highlighted the benefits of employing SOA for
new technologies such as loT [13; 14; 15], cloud
computing [16; 17] and microservices [18]. This is
because SOA offers flexible integration and service
reuse through its service-based modular architecture.

Service providers offer a wide variety of simple,
complex and composite Web services to integrate
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into business processes [19; 20]. The consumer faces
the problem of selection a Web service from Web
services with the same functionality, one that most
satisfies the consumer in terms of the non-functional
characteristics of the service [21]. Quality of Service
(QoS) represents a set of quality criteria, e.g., cost,
reliability, availability, security, etc [12; 22; 23].

Many standards, specifications and publications
by researchers are devoted to the quality of Web
services that are software kind. The ISO/IEC
9126 [3] and ISO/IEC 25010 [4] standards include
descriptions of the non-functional properties of
traditional software applications, but are not adapted
for Web services. The OASIS quality model for Web
services [5; 7] defines characteristics and attributes of
the Web services but does not consider aggregation
functions [2]. Many researchers, when developing
their own quality model of Web services, take into
account some aspects of software quality standards
[12; 24; 25; 26; 27]. Although quality standards exist,
studies of QoS attributes and their classifications are
ongoing [23; 24; 25; 28].

ISO/IEC 25010:2011 provides the quality models
for systems and software. The standard pays attention
that in most cases it is practically not applicable to
define or measure quality when used for all possible
scenarios of user tasks. The relative importance of
quality characteristics depends on the high-level
goals and project objectives. In this regard, before
being used to isolate those characteristics and
subcharacteristics from the requirements that are most
important, the quality model must be appropriately
adapted, and resources must be allocated between
different types of indicators depending on the goals of
the stakeholders and the goals of the product [4]. The
hierarchical structure of characteristics and attributes
of quality model of this standard is shown in fig. 1.

One of the classification of Web service QoS
elements from the article [28] is compiled and shown
in fig. 2.

OASIS in 2012 presented standard [5] (Web
Services Quality Factors Version 1.0) and specified
Web services quality factors conceptually along
with definition and explanation of sub-factors. The
hierarchical structure of characteristics and attributes
of quality model of this standard is shown in fig. 3.

Despite the existing standard [5], the
characteristics (factors) of the quality of Web
services were determined and described in the
works [12; 23; 24; 25]. The hierarchical structure of
characteristics and attributes of quality model [23] is
shown in fig. 4.

The authors [25] conducted a study of the quality
models of software and Web services and compiled
a vocabulary of non-functional requirements of
business processes and Web services. The standard
[4] was used as the main reference document. This
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Fig. 1. System and software quality model (compiled from [4])

vocabulary contains 93 terms and is the first step
towards simplifying the decomposition of non-
functional requirements from process to service
level, which is an important task in the context
of business process automation through service
composition.

Methods. In this paper, the research methods were
used: information search, statistical analysis or data
analysis, empirical analysis, modelling.

This study designed to answer the following
research questions.

RQ1. What is the relevance of research on the
quality of Internet services?

RQ2. How the existing quality standards influence
the relevant research work?

RQ3. What characteristics and attributes of the
quality of Web services are defined in the publications
for review?
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RQA4. Whathierarchical structures of characteristics
and attributes of quality of Web services are developed
and proposed?

The model for further synthesis of qualitative
characteristics collections presented in the UML class
diagram (fig. 5). This diagram reproduces a piece
of the QoS metamodel from the OMG standard [8],
supplemented by two classes: Collection and A4spect.
The class Collection is intended to model the structure
of QoS criteria, which can define the target bundle and
associations of QoS criteria. The class Aspect models
such aspects as the type of Web service users, domain,
location, scale, life cycle stage of Web service, etc.
Class Aspect can specity the QoS characteristics usage
context (e.g. running in real time or under critical
condition) and constraints (e.g. range of values).

The conducted research consists of the following
steps.
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The international citation databases as data
sources for searching information about publications
were selected: Scopus (https://www.scopus.com) and
Web of Science (https://www.webotknowledge.com).

The search query was compiled using keywords
and Boolean expressions. The combination of the
keywords “quality” and “web (grid/cloud/IoT)
services” was applied. The search by publication was
limited: the date from 2000 to 2019; and the field of
scientific research was computer science; and the type
of publications was the article, conference proceedings,
reviews; and the language of publications was English.
The statistics for graphing were received.

The search query was compiled using with
combination of keywords “quality” and “web
services” (or “software”). The next request was made
for the characteristics and attributes of the quality
of Web services. The statistics for analysis were
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collected. The relevant papers that described the
characteristics and attributes of the quality of Web
services were selected. The hierarchical structures
of characteristics and attributes of quality of Web
services have been depicted.

Results. Analysis of statistical data showed that
research on the quality of Internet services is relevant
(fig. 6). Also, the graphs indicated the growth of
interest in the quality of cloud and IoT services. In
addition, more research publications were found in
Scopus. Therefore, further research was carried out
in this database.

Citation analysis showed that the quality standards
were little used in the relevant works ([4] in 650 citing
publications, [6] in 9). That was less than 2% of the
number of these publications.

The characteristics and attributes of the quality
of Web services from the standards and relevant
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works were compiled and analyzed. The hierarchical
structure of characteristics and attributes of quality of
Web services were built (fig. 1-4).

Web services quality model (from [5], fig. 3) of the
hierarchical structure of characteristics and attributes
of quality of Web services were modified for further
research (fig. 7).

Discussion. In this paper, a comparison of
hierarchical representations of quality -criteria
models for systems, software applications and
Internet services was performed. Such quality
criteria are proposed in existing standards and
discussed in numerous publications. A comparative
analysis showed that there is no generally accepted
approach to the presentation and interpretation of
quality criteria in the IT community. Apparently, the
reason for this is a very wide range of applications
and a wide range of stakeholders in software
and Internet services. The analysis of relevant
publications shows that the process of selecting
Web services based on quality characteristics
remains relevant in the practical selection and use
of Web services. Most likely, research on quality
models of Web services will continue for a long
time. This is due to unresolved problems in the
development and use of Web services, in particular,
the automation of the creation of composite Web
services, security, and the absence of metrics for
some criteria. Also, one of the unsolved problems
is the lack of a generally accepted approach to
declaring quality criteria in Web service artifacts,
such as describing a Web service using WSDL-
files and messages using SOAP, Rest, and other
protocols. These issues can be partially addressed
by revising existing standards [6; 8] and developing
new standards on Web service quality.

The main results achieved in the study are as
follow. It was revealed that, despite the growth
in the number of publications devoted to quality
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models of Web services, they do not always use the
recommendations of existing standards. This fact
may indicate the need to develop new standards.
A modified model of the quality of Web services was
proposed (Fig. 5). In this model, the need to take
into account aspects (a type of user, domain, etc.)
was explicitly indicated. This ability was realized
through the introduction of the Aspect, Collection
classes, as well as associations with other elements
of'the existing OMG model [8]. The hierarchy of the
minimum necessary collection of quality criteria
(Fig. 7) was compiled on the basis of the OASIS
standard [6] and will be used to develop methods
for ranking Web services based on quality criteria.
The statistical analysis of publications devoted
to models of the quality of Internet services was
performed. It showed that the issues of modelling
the quality of Web services and cloud services
continue to be relevant, and interest in the quality
of IoT services is growing.
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